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Kort definition

 Information | detta sammanhang ar
saval
—Dokument
—transaktioner

—annan overford data, tex styrkommandon,
datainsamlig
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Sakerhetsmatchen

leverator
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Application
security

Kernel
Last line
of
defense
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Host security

. Application
Remolte security

. User /admin errors
exploits

exploits
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Utvecklingen pa hotsidan

Anonymous
access

User level
access

Administrator
level
access

Remote Exploits in application
Remote Exploits in sub system -
database, XML parser, add-on stack

Remote Exploits
in operating system

Configuration misuses -
Standard passwords, open services

Attacks on network level -
sniffing, replay, data manipulation

Local Restricted Remote
access access access
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Grundlaggande koncept
Forsvar i djupled

Barriar 2 Barriar 3

Skyddad
information
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Utvecklingskurvan for

sakerhet inom en organisation

Maturity
A Blissful Awareness Corrective Operational
Ignorance Phase Phase Phase Excellence Phase

o
Conclude Catch-Up

Projects

I

I

I

| Continuous
: Design Process
Architecture
| 20% | Improvement
I
I
I
I

Track Technology and
Business Change

Develop New
Policy Set

Institute Processes

Status Quo " :
Initiate Strategic

I
I
| Program :
— (Re-)Establish Security |

I

| Team

>

141781-1

Time

Note: The population distributions represent typical large G2000-type organizations.

Source: Gartner (July 2006)
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Applications

Middleware

Components

Operating
systems

Low level
support software

Designprincipen for
lagerindelning

Enterprise Infrastructure
Server components

)
)

MS Office
IS webserver
OracleWebserver )
Exchange
Microsoft CA
Entrust CA
PrintServer

Internet Explorer J
Acrobat reader

Simulation software]
Firewall software ]

Databases, integration software, transaction systems, Java, Perl, ...

Standardized
Client operating
systems:
Windows 2000
Windows XP

Server Server
operating operating
systems: systems:

Windows 2003 Solaris

Embedded OS
components

Firmware, BIOS, Drivers, Virtual Host Software
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Enterprise Infrastructure
Server components

)
)

Applications

Internet Explorer J
MS Office
Acrobat reader
IIS webserver
OracleWebserver )

Exchange
Microsoft CA
Entrust CA
PrintServer
Simulation software]
Firewall software ]

Middleware Databases, integration software, transaction systems, Java, Perl, ...

Components

Standardized
Client operating
systems:
Windows 2000
Windows XP

Server
operating
systems:

Windows 2003

Embedded OS
components

Low level
support software
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Applications

Middleware

Components

Low level
support software

7

Internet Explorer )

Designprincipen for
lagerindelning

)

MS Office
Acrobat reader

)

IIS webserver
OracleWebserver J
Exchange
Microsoft CA

Databases, integration software, trans

Standardized
Client operating
systems:
Windows 2000
Windows XP

Server
operating
systems:

Windows 2003

Infrastructure
components

operating systems

BISI\ SMOPUIM

25 dX SMOPUIM
xnurjesudeig e ped

[Images

Section Reordering
EXERandomization

DLL Randomization

[Fak

Frame Protection

Exception Protection

Local Var Protection

Randomization

Non-Executable

(Heap |

Heap Metadata Protection

Randomization

Non-Executable

Full Coverage
Partial Coverage
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Applications

Middleware

Components

Operating
systems

Low level
support software

Designprincipen
lagerindelning

)

MS Office

Internet Explorer J
Acrobat reader

)

IIS webserver
OracleWebserver )
Exchange
Microsoft CA

Enterprisi
Server

Standardized
Client operating
systems:
Windows 2000
Windows XP

Server
operating
systems:

Windows 2003

Databases, integration software, transactio

Server
operating
systems:

Solaris

ms, Java, Perl, ...

Embedded OS

SAPR/3
Enterprise

SAPRI3
up to 4.6C
vJ

components

Firmware, BIOS, Drivers, Virtual Host Software
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Utvecklingen
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Utvecklingen

Informationskvantitet

Teknisk utveckling

 ' kompetenSUtveCkling

2008
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hot&attacker

» Sakerhetsbrister finns pa mangder av stallen i
ett systemlandskap

—trenden har lange varit mot fjarrangrepp

» Angrepp sker pa alla nivaer

—trenden har flyttat fran OS-angreppet mot
applikationer

| * Vi har en alltmer komplex IT-milj®

» Okande gap map informationsmangder,
angreppsmetodiker, etc

r 2008. Copyright © 2008 ROMAB. All rights reserved
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Viktiga sakerhetsfragor

 Kritiska infrastrukturkomponenter, tex
integrationsfunktionen, “ags” inte av
nagon=— styvmoderligt behandlad

» Hogsta eller lagsta kraven lagger ribban?

* Forstar man “impact” av ett
sakerhetsproblem i en sadan komponent?

» Delade konton for tex projekt
é » Sparbarhet? Riktig sparbarhet?
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Viktiga sakerhetsfragor

» Skydd av data-at-rest och/eller data-in-
transit?

* Vilken sakerhetspaverkan har
centraliserad information vs replikerad
information?

— Olika scenarion for skydd och angrepp

—Vem ar | slutandan ansvarig for information
X nar den migrerat/kopierats nedstroms?
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Webbarkitekturer

JavaScript Logic JavaScript Logic

\ \  3rdpart
WA party
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Webbarkitekturer

o e o e & ae—

JavaScript Logic JavaScript Logic

LT e e

\ \  3rdpart
WA party
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Risker med AJAX & webb 2.0

* Mer logik pa klientsidan. | varsta fall utfor
kKlientsidan sakerhetsbeslut - utan
motsvarande kontroll pa serversidan
(feldelegerad logik)

» Storre attackyta
—State som halls pa klientsidan, XML-fuzzing

» Angriparen ar pa applikationens “insida’

15
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Risker med AJAX & webb 2.0

* Anvandargenererat innehall....
—Datakvalitet”? Legala effekter?

* Andra mojligheter for Cross-Site
Scripting, Cross- Site Request
Forgering, etc




ROMAB .
EEEN “Topp 5 sakerhetsproblem

map informationshantering

1. Prestige ar sakerhetsens fiende nr 1

2. Integration, utbyggnad eller inforande av ny
teknik genomfors | rasande tempo, utan RM/
ROS. Finns atervando?

3. Informationsklassning inte genomfort fullt ut

- 4. Ojamn fordelning pa skydd. Skydd finns inte
. pa alla lager i mjukvarustacken

1| 9. Drifts- och andra avtal tacker inte viktiga
delar: metadata, dynamisk information,
konstiga anvandningsfall

1
|
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Partners, integration, etc

* Vad behover man tanka pa?
—Framtidssakert

—Skalbart

—Saker utanfor den egna organisationens
kontroll

* Vanliga fel
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VI HITTADE MASSOR AV
BUGGAR 1 PRO-

| GRAMMET DU

i SALDE 0SS.

NI KAN VAL INTE
TA BETALT AV
0SS FOR ATT
FIXA ER EGEN
UNDERMALIGA

‘ PRODUI"\T?!

FORLAT... TAG
OVERVALDIGADES

AV OND EUFORI.

| STOPPA INFLER

BUGGAR I PROGRAMMEN!

| TAG SOPAR HEM EN

EORMOGENHET AT 05511

[ For 150000

KAN VI FIXA
BUGGARNA.

VI FAR VAL LOV ATT
BETALA. VI HAR
INGET WAL/

/A6 BORTAR TVIVLA )

PA VAR STRATEGI
MED EN ENDA DATA-




