Virtualisering
illigare och Sakrare!
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“x86 virtualization is about basically placing another nearly
full kernel, full of new bugs, on top of a nasty x86
architecture which barely has correct page protection. Then
running your operating system on the other side of this
brand new pile of shit.You are absolutely deluded,if not

stupid, if you think that a worldwide collection of software
engineers who can't write operating systems or

e
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“x86 virtualization is about basically placing another nearly
, on top of a nasty x86

architecture which barely has correct page protection. Then

running your operating system on the other side of this

brand new pile of shit.You are , if not

stupid, if you think that a worldwide collection of software
operating systems or

applications without security holes, can then turn around
and

’

- Theo de Raadt
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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Generella Problem

® Behorighetsdeligering
® |nformationssakerhet

® Systemintegritet
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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Fordelar

Enkelt att testa

Enkelt att duplicera/klona/rulla tillbaka

Isolation av tjanster

Battre tillganglighet
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VM problem

® Storre TCB

® Single point of failure

® VM Sprawl
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VM problem

® Ansvar for sakerhet flyttas till systemagare
-Vem kommer att aga problemet!?

® Komprometterade guesthostar
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VM problem

® Varfor virtualisering
- For konsolidering!?
- For separering!?
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VM problem

® Anses ofta vara losningen pa behorgihetsproblematik i
OS.
- Skapa ny vm, ge bort root/admin
- Om nagot gar sonder, aterstall backup/snap

® Skapar en felaktig bild av problemet da sysadms forst
kommer logga in for att se om de kan losa problemet
- ger bort kerberostokens, eller annan
behorighetsinformation
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Natverk

Internal-x | DMZ-x | Management

/Mware, Inc
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Natverk

Internal

VM VM VM VM
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Natverk

Informationsklass hdg Informationsklass medel

VM VM VM VM VM VM VM VM
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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VMWare

® Storst
® Har haft en del storre buggar

® Kommer oftast in for att reducera mangden
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vSphere

® VMwares produkt for att administrera VM

® Finns i flera olika prismodeller beroende pa
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VMware, Inc.

Thursday, October 14, 2010



VMware, Inc.

Thursday, October 14, 2010



VMware, Inc.

Thursday, October 14, 2010



VMware, Inc.

Thursday, October 14, 2010



Thursday, October 14, 2010

VMware
vShield Endpoint
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VMware
vShield Endpoint

Introspection
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Vshield Endpoint

® Flyttar virusscanning till en hardad virtuell
maskin

® Gor detta genom en driver i guest os:et
som hookar open()-calls
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VMEscape

® Samlingsnamn pa att bryta sig ur en guest
® |8 sarbarheter de senaste 3 aren i ESX

® Ex, Cloudburst
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Vem ager VMWVare |
organisationen?

e Oftast Windowsgruppen

® Oftast ingen koll pa unix
-VMware service console
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Hur anvands VMware

® Bara en “admin-anvandare”
- Annars uppstar problem med agarskap av
filer

- Ingen sparbarhet
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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XEN

® Vanligt bland opensource OS

® Har massvis med kommersiella
implementationer
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XEN

® Designat for seperation mellan VM
- Och precis som alla andraVM:s, inte for
- sakerhet
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XEN

® Favvohypervisor hos manga

® Forsta stora OpenSource
virtualiseringskerneln
T Frsta ver5|onen utvecklades a_ e

."_-.. -) t l’

Thursday, October 14, 2010



XEN

® Var skyddat av SeLinux under fedora
och RHELS

® Ex sarbarhet RHSA-2008-0194

- Aven hir ar det framebuffern som
utnyttjas for vm-breakout

® Kompromiss over anvandbarhet
resulterade i att xen fick lasa diskar oht,
istallet for diskar med xen_image_t label

® invisiblethings labs lyckades ladda in
kernelmoduler genom skriva till radevice




XenServer(citrix)

® Ar idag en Enterprise produkt

Advance | Enterprise | Platinum
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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Qubes

® Desktop-virtualisering for en secure
desktop
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Trust No One.sxw - StarOffice 7

File Edit View |Insert Format Tools Window Help

/export/home/sb73685/Documents/Trust No O”'Ll g L/ [E{I
~| |Thorndale ~|[2~] B I

This is some text in a Star( g
Document that is classifie

Selection Manager

Transfer not authorised.
You are not authorised to downgrade this information

Untitled 1 (modified) - gedit ‘Il Orignal Information New Information
CFIFE  HESTHICISE ¢ CNFE © INTERNAL USE ONLY
Type: UTF8_STRING Type: UTF8_STRING (93 bytes)

= ‘\ ;\)) - 51_ BJ P_Jﬁ Owner: sb™ Owner. sb7 s

Selection View as: Text ¥ \

Print Undo Hed Cut Copy Paste Find Replace
This is some text in a StarOffice Wnter Document that is
classified Confidential: Restricted

Tools Documents Help

Time remaining to complete: 1 141
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HyperSafe

® Liten hypervisor vars mal ar att skyda
hypervisorn

e ~8700 SLOC
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HyperSafe

® Anvander tva tekniker for att skydda sig

® Non- Bypassable Memory Lockdown
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SecVisor

® Liten hypervisor vars mal ar att skydda
guestkerneln

- stodjer bara UP
- stodjer bara linux
-Vlrtuallserar MMU och m|nne t||| hosten
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SecVisor

® Liten (~1700 SLOC, efterstravar formell
verifiering)

® 2.6.20 kravde |10 rader extra kod for att kora over
SeCVISor.

® aI_It kernelminne éirW"X
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SLOC

o XEN ~230K
® HyperSafe ~8,7K
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Qubes, HyperSafe,
SecVisor

ACADEMA: o]

MY GOD ... THIS WILL MEAN A HALF-DOZEN
PAPERS, A THESIS OR TWO, AND A PARAGRAPH
IN EVERY TEXTBOOK. ON QUEUING THEORY'!

T JUST WROTE THE MOST THEY CASUALLY HANDED ME AN =
BEAUTIFUL CODE. OF MY LIFE. | | IMPOSSIBLE PROBLEM. IN 48 HOURS
AND 200 LINES, T SAVED T.

YOU GOT THE PROGRAM TO STOP JAMMING UP?
GREAT. WHILE YOURE. FIXING STUFF, CAN YOU
GET OQUTLOOK TO SYNC WITH OUR NEW PHONES?

e
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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Alternativ

® Jails/zones

® Sandboxing
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SELinux FCI |

VM-process-label VM-image-label

system_u:object_r:
system_u:system_r:svirt _t:s0:c0.c! 0 |[svirt_image t:s0:c0
,cl0
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Agenda

® Generella problem
® VM-specifika problem

® VMware
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Trender

e MOOOOLNET

® Hyra vm-infrastruktur

® Mer funktionalitet i vm-infrastrukturen
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